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Who Controls Your Information in the Cloud?
Today, data security continues to be the number one concern for CIOs considering moving
information to the cloud. Cloud vendors are by no means homogeneous in how they are able
to secure the movement, storage, and retrieval of important information. Basic encryption is a
start, but with recent news surrounding PRISM and the Foreign Intelligence Surveillance Act,
a whole new set of questions has arisen with regard to information access. These questions
include the following:
• How will cloud providers respond to government or other 3rd party requests for your
information?
• What protections are you offered to prevent the inadvertent disclosure of your
information when another company’s data is requested?
• How would you recover from a data breach if the cloud provider possesses both your
information and your encryption keys?
While these questions may appear unrelated, they are linked by the practices of your cloud
provider – practices that can diminish your ability to control access to your information.

How Common Are Information Requests and
Data Breaches?
Google received 20,938 information requests in the first half of 2012 – and it responded to
89% of those. In contrast, Microsoft has responded to only 79% of those requests, but more
from Foreign Governments. When you add information requests from state and local law
enforcement agencies, it is clear that government requests for your information are on the
rise.
With regard to incidents of data breach and inadvertent disclosure, stories are in the news
almost daily. Some recent examples include:
• In March, Evernote, the cloud-based note-taking and archiving service, suffered a
data breach resulting in the loss of customer information — including user names,
email addresses, and encrypted passwords. Evernote responded by notifying users
it had reset their passwords and informing them that it had been using fairly strong
password encryption. It also warned customers to “Never click on ‘reset password’
requests in emails” — yet included a password-reset link inside the same alert email
that pointed to “links.evernote.mkt5371.com” – leaving customers unclear whether
the message was legitimate or a phishing scam.1
• Cloud storage provider Dropbox acknowledged that a file containing private
customer data was stolen from the Dropbox account of one of the company’s
employees and that the information was subsequently used to send out spam
messages to users. The company says that the data was stolen by an unknown
intruder using a password harvested during an attack on another, unnamed web
site.2
• In December, hacking group Anonymous broke into SpecialForces.com, a provider
of law enforcement equipment, and stole thousands of pieces of customers’ data
and credit card numbers. Though the data was encrypted, hackers also broke into
company servers and stole the encryption keys. The group then leaked roughly
14,000 passwords and 8,000 credit card numbers of customers on its website.3
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In all cases, cloud vendors had provided customers what appeared to be sufficient
technologies and processes to protect customer information, or at minimum, had defined
processes that kicked in when a problem arose. However, what should not be lost in each of
these scenarios is how your unencrypted information may be accessed by any third party
– regardless of whether or not that request is legitimate, backed by a subpoena, or caused by
an error or security exposure impacting the cloud provider.

The Data Protection Risks of the Cloud
Solutions that leverage the cloud provide a number of advantages to organizations, including
lower cost and improved manageability. The do so through the sharing of resources that
enable economies of scale that can be passed on to customers, make software updates
and provisioning easier, and provide individual functionalities that are easier to optimize
for performance, redundancy, and availability. But these services also are typically delivered
in a multi-tenancy environment where individual account information is tied to a unique
customer ID and is separated only by a logical partition.

In comparison to single tenant environments that maintain unique databases and
infrastructure, multi-tenant cloud environments can create unique exposures that, in turn,
can impact data privacy. Such exposures include application faults or configuration issues in
software that can impact authentication and access for cloud tenants, in some cases exposing
data from one tenant to another.
At the same time, through the use of basic encryption technology, cloud providers can
protect against potential exposure of customer information by generating unique customer
encryption keys and storing those keys within the cloud provider’s infrastructure.
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While the use of encryption enables protection of data at rest, potential areas of exposure
remain. For example, cloud vendor practices vary with respect to key management and the
storage of user login information. Most importantly, as the cloud vendor possesses both
the customer data and encryption keys to that data, risks are heightened in that readable,
customer-specific information is now accessible to the cloud vendor and its employees, as
well as to those with intent to do harm. In the case of a government inquiry or other legal
action seeking readable, company-specific information, cloud archiving providers may be
forced to comply by turning over both the data and the encryption keys that they possess or
control, at times without notice to the company if the legal order so mandates.

How Proofpoint Uniquely Addresses Cloud Data Privacy
Clearly, any cloud service provider is obligated to comply with legitimate data requests
associated with a legal proceeding or within a government subpoena; however, Proofpoint can
enable greater data privacy by ensuring that no one ever has readable access to unencrypted
customer information. Proofpoint delivers this with their patented DoubleBlindTM Key
Architecture.

DoubleBlindTM Key Architecture
Proofpoint Enterprise Archive places the keys to the data in the customer’s complete control
by encrypting all data before it leaves the customer’s internal network. Only the customer
possesses the key to their unencrypted data. The Proofpoint Archiving Appliance, which is
located in the customer’s internal network, creates and maintains the encryption keys and
encrypts all information before it is sent to Proofpoint data centers. The data remains in
encrypted form at all times and, as a result, a customer’s data can never be viewed without
access to both the appliance and the Proofpoint data centers.
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Any request to access and read the contents of archived data requires not only access to
the encrypted data, but also to the encryption key. Internal employees retain full searchable
access using their system login credentials from the Proofpoint archiving appliance. Search
requests are encrypted before being transmitted and are matched against corresponding
encrypted data from thousands of servers being used to store that data within the Proofpoint
data center. Data is then returned encrypted, and decrypted only after being received
within the customer’s technology infrastructure. Any 3rd party seeking access to customer
information would require 1) access to the Proofpoint appliance, 2) user credentials to the
system, as well as 3) the ability to identify encrypted data corresponding to that customer
from within the Proofpoint data center.
Through the separation of keys and data, and the fact that Proofpoint does not have a
mechanism to obtain the encryption key without the customer’s consent, Proofpoint never
has access to readable, customer-specific information. This results in the customer retaining
control over their data and who has access to its unencrypted information.

Summary
Recent news of government information requests, data breaches, and inadvertent disclosure
of information from multi-tenant cloud vendors have all raised visibility to the issues of
cloud data privacy. Basic encryption provides a starting point to protect data security, but
organizations are increasingly focused on how they can maintain control over information in
the cloud.
Proofpoint addresses the challenges of multi-tenant cloud infrastructures through its
innovative cloud-based storage infrastructure, and patented technologies including
Proofpoint DoubleBlindTM Key Architecture. DoubleBlind is a unique, patented approach
to prevent unauthorized access to your decrypted information stored in the cloud using
technology to limit access to everyone but your own staff.

To learn more about retaining control of your information in the cloud, please see
Proofpoint.com/archive

Notes
1.
“Evernote resets 50 million passwords after hackers access user data”, NBC News and Technology, March 13, 2013
2.
“Dropbox confirms data leak”, The H Secrutiy, August 1, 2012
3.
“Anonymous hacks SpecialForces.com”, TechNews Daily, December 2011

6/6

©2013 Proofpoint, Inc. Proofpoint is a trademark of Proofpoint, Inc. in the United States and other countries. All other trademarks contained herein are property of their respective owners. 06/13

Proofpoint, Inc.
892 Ross Drive, Sunnyvale, CA 94089
Tel: +1 408 517 4710
www.proofpoint.com

WHITE PAPER

